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bilesene Kkatkisi, % (Basic Sciences) (Engineering Science) (Engineering Design) (General Education)
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(Course Category
by Content, %)

Dersin Iceri gi

(Course Description)

Dersin amaci, 6 grencilerin bilgisayar giivenli gi, 6zellikle a g giivenli i kavramlarina asina
olmasini saglamaktir. Miifredat bu konulart igerir: temel giivenl ik kavramlarini, kriptografik
yontemler, eri sim kontrolii, i sletim sistemleri giivenli gi, ag giivenli gi ve protokolleri, giivenli
programlama, kétii niyetliler mant1 g1, giivenlik.

The aim of the course is make the students be familiar with the computer security concepts,
especially network security. Curriculum contains these subjects: basic security concepts,
cryptographic methods, access control, operating systems security, network security and
protocols, secure programming, malicious logic, safety.

Dersin Amaci

(Course Objectives)

1. Bilgisayar giivenli gi ve kriptografi temellerini 6 gretmek
grencilerin bilgisayar sistemleri ve aglarinin giivenli gini anlamalarini ve analiz
etmelerini saglamak
- grencilerin glivenlik mimarileri tasarlamalarini sa glamak
- grencilerin isletim sistemleri giivenlik temellerini anlamalarini saglamak
_ grencileri gilivenli programlama fikri ile tan1 stirmak

~

Teach basics of computer security and cryptography

Make students be able to understand and analyze the security of computer systems and
networks

Make students be able to design security architectures

Make students understand the basics of operating systems security

Encounter students with the idea of secure programming
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Dersin O grenme
Ciktilan

(Course Learning
Outcomes)

Giivenlik mimarileri bile senlerini olusturabilmek ve ayristirabilmek
Giivenlik protokollerini tasarlayabilmek ve analiz edebilmek
Giivenli programlama gorevlerini gergekle —stirebilmek

flgili sosyal ve hukuki konular hakkinda bilgi sahibi olmak
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Be able to compose and decompose components of security architectures
Be able to analyze and design security protocols

Be able to perform secure programming tasks

Be familiar with the related social and legal issues
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Ders Kitabi

1. Computer Networks, Andrew S. Tanenbaum [et al.]

(Textbook) 2. Network security fundamentals, Eric Cole [et al.]
Diger Kaynaklar 1. Computer security : art and science, Matthew Bishop
(Other References) 2. Fundamentals of network security, John E. Canavan

Odevler ve Projeler

(Homework & Projects)

Laboratuvar Uygulamalar:

(Laboratory Work)

Bilgisayar Kullanimi

(Computer Use)

Diger Uygulamalar

(Other Activities)

Basar1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler
(Activities)

Adedi
(Quantity)

Degerlendirmedeki Katkisi, %
(Effects on Grading, %)

Y1l i¢i Siavlan
(Midterm Exams)

2

40

Kisa Siavlar

(Quizzes)

Odevler
(Homework)

20

Projeler
(Projects)

Dénem Odevi/Projesi
(Term Paper/Project)

Laboratuvar Uygulamasi
(Laboratory Work)

Diger Uygulamalar
(Other Activities)

Final Sinav1
(Final Exam)

40




DERS PLANI

Dersin
Hafta Konular Ciktilan
1 1. Temel giivenlik kavramlarina giri § 1
2. Kriptografiye Giris
a) Substitution and transposition ciphers, one-time pads
b) Kriptografinin iki temel prensibi
2 3. Kriptografinin temelleri 1
a) Hashing (bozma), bozulmus mesaj dogrulama kodu
b) Simetrik algoritmalar
i DES
il. AES
iii. RC4
iv. Cipher modlar1
3 . Kriptografinin temelleri 1
a) Anahtar dagitim1 ve anahtar de gisimi
b) Asimetrik algoritmalar
i RSA
il. ElGamal
iil. ECC
4 Kriptografinin temelleri 1
a) Sertifikalar
i Sertifika zincirleri
il. PKI
iii. Trust and public key rings
5 . Kriptografinin temelleri 1
a) Imza semalart
i Simetrik ve asimetrik imzalama
il. Gokkii sagi tablolar
1. Dogumgiinii saldirisi
6 4. Dogrulama Protokolleri 1,2
a) Paylasimli sirla do grulama
b) Anahtar dagitim merkeziyle dogrulama
¢) Kerberos ile dogrulama
d) Asimetrik algoritmalarla dogrulama
7 Vize
8 5. Haberlesme Giivenli gi 1,2
a. Kesme Prensibi
b. IPSec
6. Ag Korumasi
a. Giivenlik Duvarlar
b. IDS
9 6. Ag Korumasi 1,2
a. VPN
b. Kablosuz giivenlik
c. DoS
7. Email giivenli 8i
a. PGP
b. PEM
10 7. Email Giivenli gi 1,2
c. S/MIME
8. Web Giivenli gi

a. Tehditler
b. Giivenli isimlendirme




11 8. Web giivenli gi 1,2
a. TLS
b. Mobil kod giivenli gi
c. Agda gizlilik
i. Web bugs
ii. Cookie ler
12 | Vize
13 9.  Yonetmelikler, yasalar ve gizlilik
14 10. Giivenli Programlama 1,2,3
a. Programlama dilleri i¢in giivenlik mimarileri
b. Giivenli Programlama Prensipleri
COURSE PLAN
Course
Weeks Topics Qutcomes
1 1. Introduction to basic security concepts 1
2. Introduction to cryptography
a. Substitution and transposition ciphers, one-time pads
b. Two fundamental principles of cryptography
2 3. Cryptographic fundamentals 1
a. Hashing, Hashed message authentication Code
b. Symmetric algorithms
i. DES
ii. AES
iii. RC4
iv. Cipher modes
3 3. Cryptographic fundamentals 1
a. Key distribution and key exchange
b. Asymmetric algorithms
i. RSA
ii. ElGamal
iii. ECC
4 3. Cryptographic fundamentals 1
a. Certificates
i. Certificate chains
ii. PKI
iii. Trust and public key rings
5 4. Cryptographic fundamentals 1
a. Signature schemes
i. Symmetric and asymmetric signing
ii. Rainbow tables
iii. Birthday attack
6 5. Authentication protocols 1,2
a. Authentication via shared secret
b. Authentication via key distribution center
c. Authentication via Kerberos
d. Authentication via asymmetric algorithms
7 Midterm
8 6. Communication security 1,2
a. Interrupt principle
b. IPSec
7. Network protection
a. Firewalls
b. IDS
9 8. Network protection 1,2
d. VPN

e. Wireless security




f. DoS
9. Email security

a. PGP
b. PEM
10 8. Email security 1,2
d. S/MIME
9. Web security
a. Threats
b. Secure naming
11 9. Web security 1,2
d. TLS
e. Mobile code security
f. Privacy in web
i. Web bugs
ii. Cookies
12 Midterm
13 10. Regulations, legislation and privacy 4
14 11. Secure programming 1,2,3
a. Security architectures of programming languages
b. Secure programming principles
Dersin Bilgisayar Miihendisli gi Programyla iliskisi
(1: “az”, 2: “kismi”, 3: “Tam”, E ger cevabimz “Hicbiri” ise bo s birakiniz.)
Katki
Bilgisayar Miihendisli 3i Programi Ciktilar1 ve Performans Olgiitleri Seviyesi
1] 2 3
Matematik, temel bilimler ve miihendislik bilgilerin i bilgisayar miihendisli i alaninda uygulama <
becerisi
al | Matematik, temel bilimler ve miihendislik bilgile rini edinme X
PC.al | Matematik i¢in sorularin cevaplart
PC.a2 | Temel bilimler ve miihendislik i¢in sorularin cevaplari X
| a2 | Matematik bilgisinin uygulanmas X
PC.a3 Bilgisayar miihendisli gi problemlerine analitik ve sayisal ¢dziimler iiretme de matematik ilkeleri X
' uygulanir
PC.a4 | Bir probleme yonelik uygun matematiksel yontem ya da yaklagimlar segilir X
| a3 | Temel bilimler ve miihendislik esaslarina ait bilg inin uygulanmasi X
Bilgisayar miihendisli gi problemlerinin modellenmesi ve ¢dziimiinde temel bi limler ve
PC.a5 . P . X
miihendislik ilkeleri uygulanir
Deney tasarlayip yiiriitebilme ve verileri analiz e dip yorumlama becerisi
bl | Deneyleri tasarlama
PC.bl | Degiskenler, uygun ekipmanlar, test cihazlari, model vb segilir
PC.b2 | Sonucun ya da varyantlarinin degerlendirilecegi etkili dlgii(ler) segilir
b2 | Deneyleri yiiriitme
PC.b3 | Veri toplamak i¢in uygun 6lgme teknikleri ku llanilir
PC.b4 | Deneyin tekrarlanabilmesi amaciyla veri toplama siireci belgelendirilir
b3 | Verilerin analizi
PC.b5 | Verileri analiz etmek i¢in uygun araglar (ist atistiksel ve grafiksel vb.) se¢ilir ve kullanilir
b4 | Verilerin yorumlanmasi
PC.b6 | Orijinal hipoteze gore sonuglar yorumlanir
Bir sistemi, sistem bilesenini veya siireci; ekonomik, ¢evresel, sosyal, poli tik, etik, iiretilebilirlik,
siirdiiriilebilirlik, emniyet ve kaza 6nleme gibi iste nilen gereksinimleri karsilayacak sekilde tasarlama X
becerisi




| ¢l | Bildirilen ihtiyaclarin saptanmasi, islevsel gereklerin ve kisitlamalarin belirlenmesi

PC.cl | Problemin etki alani tanimlanir ve arzu edilen ihtiyaglara dayanarak gereksinimler belirlenir

PC.c2 | Kisitlamalar1 ve gereklilikleri kar silayan uygun yontemler segilir

| c2 | Bir tasarimin gelistirilmesi

PC.c3 | Uygun tasarim yontemleri uygulanir

PC.c4 | Yazilim sistemi, bileseni ya da yontemi tasarlanir

PC.c5 | Donanim sistemi, bileseni ya da yontemi tasarlanir

PC.c6 | Uygun araglarla tasarimn biitiinii sunulur

| c¢3 | Tasarimin gerceklenmesi

PC.c7 | Tasarima dayanan bir ¢dziim/prototip geli ~stirilir

| c4 Gelistirilen ¢6ziimiin testi ve do grulanmasi

PC.c8 | Test alt bilesenleri ve stratejileri tanimlanir

PC.c9 | Gelistirilen ¢6ziimde hata ayiklamasi yapilir ve tespit e dilen hatalar diizeltilir

Mevcut bir yapiy1 veya sistemi elestirel yaklasimla gozleme, irdeleme ve sonucta diizeltme ve iyile stirme
becerisi

PC.d1 | Mevcut bir yazilim ya da donanim sistemi i slevselligini incelemek igin gdzlemlenir

PC.d2 | Farkli olas1 durumlari kapsayan iyi se¢ilmi § girigler i¢in ¢iki slar incelenir

PC.d3 | Bir sistemin kusurlar1 bulunur ve diizeltilir

PC.d4 | Bir sistem gereksinimlere gore iyile stirilir

Birden ¢ok disiplinden olu san bir takim ¢ali smas1 yiiriitebilme becerisi

Uzun vadeli bir grup projesi ya da ¢ok disiplinli b ir proje ekibine etkin bir takim {iyesi olarak

PCel katilinir

PC.e2 | Takimda sorumluluklar alinir ve yerine getirilir

PC.e3 | Fikirlerin gelistirilmesinde yer alinir

PC.e4 | Digerlerinden alinan geri bildirimler diizeltmelere/iyi lestirmelere dahil edilir

Miihendislik problemlerini belirleme, formiile etme ve ¢c6zme becerisi

PC.f1 Bir bilgisayar mithendisli i problemi belirlenir

PC.f2 Bir bilgisayar miihendisli gi problem formal bir sekilde tanimlanir

PC.f3 Bir bilgisayar mithendisli gi problemine ¢oziim geli stirilir

Mesleki ve etik sorumluluklar: kavrama

PC.gl | Profesyonel miithendislik uygulamalarma klavuz luk eden etik kurallarin farkindadir

PC.g2 | Verilecek bir kararla ilgili etik konular belirlenir ve tanimlanir

Uygulamadaki bir durum gergekler ve mesleki etik ku rallar1 goz 6niine alinarak de gerlendirilir ve

PC.g3 hakkinda hiikiim verilir

Etkin sozlii ve yazili ileti sim kurabilme becerisi

hl | Etkin yazih iletisim bilgisi, kavramlar ve fikirleri

Uygun bir format ve dilbilgisi kullanilarak bir belge hazirlanir ve alintilar dahil olmak iizere

PChl disipline 6zel kurallar kullanilir

h2 | Etkin sozlii ileti sim bilgisi, kavramlan ve fikirleri

PC.h2 | lIyi organize edilmis bir s6zlii sunum planlanir, hazirlanir ve teslim ed ilir; istenildigi zaman da
sunulur

h3 | Grafiksel iletisim bilgisi, kavramlar ve fikirleri

PC.h3 | Sozlii ve yazili sunumlarda profesyonel grafik sel 6 geler kullanilir

Miihendislik ¢oziimlerinin Kiiresel, toplumsal ve cevr esel boyutlarda etkisini kavramak icin gereken geni §
kapsamh bir egitime sahip olma

PC.il Bir mithendislik ¢6ziimiiniin birgok tiirde olasi e tkileri listelenir

Toplum yapisint anlamayla ilgili, toplum, kiiltiir ve evrensel toplum gibi terimleri i¢eren anahtar

PCi2 kelimeler tanimlanir

PC.i3 | Kiiresel bir problemin mithendislik yoniiniin ayt  rdina varilir

Yasam boyu 6 grenme geregini algilamis ve kendi kendine 6 grenme yetenegini kazanmis olma

j1 | Neyin 6 grenilmesi gerektigiyle ilgili bir farkindalik gosterme




PCjl Gergek bir projede neyin 6 grenilmesi gerektigi belirlenir X

| j2 | Yasam boyu 6 grenme yetenegi

PC.j2 | O grenme plani gergek bir projede ve/veya ba gimsiz bir 6 grenme firsatinda uygulanir

PCj3 | Seminerlere ve staj aktivitelerine katilinir

k | Giincel/Ca gdas konulara iliskin bilgi sahibi olma X

PCkl | Potansiyel olarak dogaya etkileri olan miihendislik problemleri belirleni r

PCk2 | Temel sosyo-ekonomik konular listelenir ve tanimlanir X

PCk3 | Ulusal ya da uluslararasi seviyedeki temel politik konular listelenir ve tanimlanir X

| Miihendislik uygulamalar icin gerekli teknikleri, y etenekleri ve modern miihendislik arac ve gereclerin i

kullanabilme becerisi X
Miihendislik teknikleri, yetenekleri ve donanimlar1 bir miithendislik sisteminin performansini
PC1I1 N S - . X
gozlemlemek ve/veya bir mithendislik tasarimi yaratm ak i¢in kullanilir
PC.12 | Miihendislik teknikleri, yetenekleri ve donani mlart karar verme igin bilgi ¢ikariminda kullanilir X
PC.13 Ozel bir mithendislik gérevi igin uygun teknik ler ve donamimlar segilir X
m | Degisen kosullara uyum saglama yetenegi X
PC.ml | Yeni araglara ve yontemlere uyum sa glanir X
PC.m2 | Bir ¢ali sma grubunda farkli takim rolleri uygulanir
PC.m3 | Geligsmekte olan alanlarin ayirdinda olunur ve bunlara uyum saglanir X

Relationship between the Course and Computer Engineering Curriculum
(1: “Little”, 2: “Partial”, 3: “Full”, Leave blank if your answer is “None”)

Level of
Computer Engineering Department Program Outcomes and Performance Criteria Contribution
1|2 3
2 |20 ability to apply knowledge of mathematics, science, and engineering to the field of computer X
engineering
al | Acquiring knowledge of mathematics, science and engineering X
PC.al | answers questions on mathematics
PC.a2 | answers questions on science and engineering X
| a2 | Applying knowledge of mathematics X
PC.a3 app!ies rr_lathematical principles to obtain analytical or numerical solutions to computer X
engineering problems
PC.a4 | chooses appropriate mathematical methods/approaches for a given problem X
| a3 | Applying knowledge of science and engineering fundamentals X
PC.a5 | applies science and engineering principles to model and solve computer engineering problems X
b | an ability to design and conduct experiments, as well as to analyze and interpret data
bl | Designing experiments
PC.bl | selects variables, appropriate equipment, test apparatus, model, etc
PC.b2 | chooses the effective measure(s) by which the outcome or the alternative will be evaluated
| b2 | Conducting experiments
PC.b3 | uses appropriate measurement techniques to collect data
PC.b4 | documents collection procedures so that the experiment may be repeated
| b3 | Analyzing data
PC.b5 | selects and uses appropriate tools (i.e., statistical and graphical) to analyze data
| b4 | Interpreting data
PC.b6 | interprets results with respect to the original hypothesis
an ability to design a system, component, or process to meet desired needs within realistic constraints such
c as economic, environmental, social, political, ethical, health and safety, manufacturability, and X
sustainability
cl | Identifying stated needs and determining functional requirements and limitations X
PC.cl | describes scope of the problem and specifies the requirements based on the desired needs X
PC.c2 | selects appropriate methods satisfying the constraints and the requirements X
| c2 | Developing a design X
PC.c3 | applies appropriate design methods X
PC.c4 | designs a software system, component or process X
PC.c5 | designs a hardware system, component or process
PC.c6 | presents the complete design with appropriate tools X
| c¢3 | Implementing the design X
PC.c7 | develops a solution/prototype based on the design X
| c4 | Testing and validating the developed solution X
PC.c8 | describes test cases and strategies X




| PC.c9 | debugs the developed solution and corrects detected errors X
a |2 ability to observe and examine an existing structure or system in a criticizing attitude and finally X
correct or enhance it
PC.d1 | observes an existing hardware/software system to analyze its functionality X
PC.d2 | analyzes outputs given certain well-chosen inputs that cover different possible cases X
PC.d3 | finds and corrects defects of a system X
PC.d4 | enhances a system according to the requirements X
e | an ability to function on multi-disciplinary teams
PC.el | participates effectively as a team member in a long-term group/multi-disciplinary project team
PC.e2 | takes and fulfills responsibilities in the team
PC.e3 | participates in the development of ideas
PC.e4 | incorporates feedback from others into revisions/improvements
f | an ability to identify, formulate, and solve engineering problems X
PC.f1 identifies a computer engineering problem X
PC.f2 formally describes constituents of a computer engineering problem
PC.f3 develops a solution for a computer engineering problem X
g | an understanding of professional and ethical responsibility X
PC.gl | is aware of the code of ethics that guide the professional practice of engineering X
PC.g2 | identifies and defines ethical issues concerning a decision X
PC.g3 | evaluates and judges a situation in practice, using facts and a professional code of ethics
h | an ability to communicate effectively X
hl | Written communication of information, concepts, and ideas effectively X
PChI writes a.docu.ment gsing an appropriate format and grammar and uses discipline-specific X
conventions including citations
| h2 | Orally communicating information, concepts, and ideas effectively
PCH2 plans, prepares, and delivers a well-organized, logical oral presentation; explains when
) questioned
| h3 | Graphically communicating information, concepts, and ideas X
PC.h3 | uses professional graphics on written and oral presentations X
i the broad education necessary to understand the impact of engineering solutions in a global, economic, X
environmental and societal context
PC.il lists several types of impacts an engineering solution might have X
PCi2 defines key terms associated with understanding of a societal context including society, culture, X
and global society
PC.i3 recognizes the engineering aspects of a global problem X
j a recognition of the need for, and an ability to engage in life-long learning X
j1 | Demonstrating an awareness of what needs to be learned X
PC.j1 | determines what needs to be learned in an actual project X
| j2 | Ability to engage in life-long learning
PC.j2 | applies the learning plan to an actual research project and/or independent learning opportunity
PC.j3 | attends seminars and training activities
k | a knowledge of contemporary issues X
PC.k1 | identifies engineering problems with potential environmental impact issues
PC.k2 | lists and describes major socio-economic issues X
PC.k3 | lists and describes major political issues at national or international levels X
1 | an ability to use the techniques, skills, and modern engineering tools necessary for engineering practice X
PCl uses engineering techniqqes, skil.ls, and tools to monitor performance of an engineering system X
) and/or create an engineering design
PC.12 uses engineering techniques, skills, and tools to acquire information needed for decision-making X
PC.13 selects appropriate techniques and tools for a specific engineering task X
m | an ability to adapt to changing conditions X
PC.ml | adapts to new tools and approaches X
PC.m2 | practices different team roles in a working group
PC.m3 | is aware of emerging fields and adapts to them X
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